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	Reason for change:
	This CR addresses the Editor’s Note below in s6.7.5.4. 
Editor´s note:	Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS
It proposes a new Exception ID for the UE abnormal behaviour related analytics.

	
	

	Summary of change:
	It proposes the following UE abnormal behaviour event in s6.7.5.3.
Exception ID and description: Unexpected call drops

AM/SM policy: The number of the call drops may be analysed by the NWDAF in terms of numbers, time and location they take place and the NWDAF may derive assumption about the possible causes for the call drops and the NWDAF may notify the AMF or AF (Service Provider).

Actions of NFs: If the unexpected call drops are per UE location bases, the AMF may allow the use of CE (Coverage Enhancement) in the affected location. Also, the Operator may improve the coverage conditions in the affected location.
If the unexpected call drops are per UE bases, then the AMF and/or the AF may allow the use of Coverage Enhancement for the affected UE.
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***** start of the change *****
[bookmark: _Toc5029463][bookmark: _Toc5000523][bookmark: _Toc4422689][bookmark: _Toc532891856]
[bookmark: _Toc11154636]6.7.5.3	Output Analytics
The NWDAF services as defined in the clauses 7.2 and 7.3 are invoked to notify consumer NFs. A new Analytics ID named "Abnormal behaviour" is defined. 
Corresponding to the Analytics ID, the analytics result provided by the NWDAF is defined in Table 6.7.5.3-1. When the level of an exception trespasses above or below the threshold, the NWDAF shall notify the consumer of the exception with an appropriate exception ID if the exception has an identity within the list of exception IDs indicated by the consumer or matches the expected analytics type indicated by the consumer.
Table 6.7.5.3-1: Abnormal behaviour Analytics
	Information
	Description

	  UE ID 
	Could be SUPI, Internal-Group-Identifier, external UE ID, TAC which indicates UE being subject to the risk(s) identified by the Exception ID(s)

	Exceptions (1..max)
	

	  >Exception ID
	The risk detected by NWDAF

	  >Exception Level
	Measured level, compared to the threshold

	>Exception trend
	Measured trend (up/down/unknown/stable)

	>Additional measurement
	Specific information for each risk



If PCF subscribes notifications on "Abnormal behaviour", the NWDAF shall send the PCF notifications about the risk, which may trigger the PCF to update the AM/SM policies. 
The NWDAF also sends the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF may, based on operator local policies defined on a per S-NSSAI or per (DNN,S-NSSAI), take actions for risk solving. The following Table 6.7.5.3-2 gives examples of AM/SM policies and corresponding actions for solving each risk.
Table 6.7.5.3-2: Examples of policies and actions for risk solving
	Exception ID and description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	PCF may extend the Service Area Restrictions. AMF may extend the  mobility restriction

	Unexpected long-live/large rate flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule. 
PCF, if dynamic PCC applies for corresponding DNN, S-NSSAI, updates PCC Rules that triggers SMF updates the QoS rule.

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	PCF may request SMF to release the PDU session.
SMF may release the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	PCF updates the packet filter in the PCC Rules that triggers the SMF to update  the related QoS flow and configures the UPF

	Ping-pong stationary UE
	NWDAF notifies the AMF or AF (Service Provider)
	AMF may adjust UE registration area.


	Too frequent Service Access/Abnormal traffic volume
	NWDAF notifies  AF (Service Provider)
	


	Unexpected call drops

	The number of the call drops may be analysed by the NWDAF in terms of numbers, frequency, time and location they take place and the NWDAF may derive assumption about the possible causes for the unexpected call drops and the NWDAF may notify the AMF or AF (Service Provider).
	If the unexpected call drops are per UE location bases, the AMF may allow the use of CE (Coverage Enhancement) in the affected location. Also, the Operator may improve the coverage conditions in the affected location.
If the unexpected call drops are per UE bases, then the AMF and/or the AF may allow the use of CE for the affected UE.
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